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WHAT THIS POLICY COVERS 

Your privacy is important to us, and so is being transparent about how we collect, use, and share informaEon about 
you. This policy is intended to help you understand: 

1. What informaEon we collect about you 
2. How we use informaEon we collect  
3. How we share informaEon we collect  
4. How we store and secure informaEon we collect  
5. How to access and control your informaEon  
6. How we transfer informaEon we collect internaEonally  
7. Why and how are cookies used 
8. Other important privacy informaEon 

 

This Privacy Policy covers the informaEon we collect about you when you use our products or services, or otherwise 
interact with us (for example, by aRending our premises or events or by communicaEng with us), unless a different 
policy is displayed.   

Aproove, we and us refers to Aproove SA, Aproove Technologies Inc. and any of our corporate affiliates.  We refer to 
all our products, services and websites as "Services" in this policy.    

This policy also explains your choices surrounding how we use informaEon about you, which include how you can 
object to certain uses of informaEon about you and how you can access and update certain informaEon about you.  
If you do not agree with this policy, do not access or use our Services or interact with any other aspect of our business.   

Where we provide the Services under contract with an organizaEon (for example, your employer) that organizaEon 
controls the informaEon processed by the Services. For more informaEon, please see NoEce to End Users below. This 
policy does not apply to the extent we process personal informaEon in the role of a processor on behalf of such 
organizaEons. 

 

1. WHAT INFORMATION WE COLLECT ABOUT YOU 

 

We collect informaEon about you when you provide it to us, when you use our Services, and when other sources 
provide it to us, as further described below.   



 

 

 

Informa(on you provide to us 

We collect, process and store informaEon about you when you input it into the Services or otherwise provide it 
directly to us, such as : 

§ Contact informaEon: your name and your email address or the email address of the recipient(s). 
§ InformaEon about yourself:  locaEon, phone number, city etc. 
§ Preferences: for example language se`ngs or interests. 
§ Content and metadata: you may choose to upload or create Content which contains all sorts of personal 

informaEon about you and others. Such Content also contains a filename, size and filetype. 
§ Personal messages: the ones you send to people along with sharing your files. 

 

Account and Profile Informa(on: We collect informaEon about you when you register for an account, create or 
modify your profile, set preferences, sign-up for or make purchases through the Services. For example, you provide 
your contact informaEon and, in some cases, billing informaEon, when you register for the Services. You also have 
the opEon of adding a display name, profile photo, job Etle, and other details to your profile informaEon to be 
displayed in our Services.  We keep track of your preferences when you select se`ngs within the Services. 

Content you provide through our Services: When you use our Services we collect and store content that you post, 
send, receive and share. This content includes any informaEon about you that you may choose to include. Content 
also includes the files and links you upload to the Services. If you use a server or data center version of the Services, 
we do not host, store, transmit, receive or collect informaEon about you (including your Content), except in limited 
cases, where permiRed by your administrator: we collect feedback you provide directly to us through the Services 
and; we collect content using analyEcs techniques that hash, filter or otherwise scrub the informaEon to exclude 
informaEon that might idenEfy you or your organizaEon; and we collect clickstream data about how you interact 
with and use features in the Services. Server and data center administrators can disable our collecEon of this 
informaEon from the Services via the administrator se`ngs or prevent this informaEon from being shared with us 
by blocking transmission at the local network level.  

Content you provide through our websites: The Services also include our websites owned or operated by us. We 
collect other content that you submit to these websites, which include social media or social networking websites 
operated by us. For example, you provide content to us when you provide feedback or when you parEcipate in any 
interacEve features, surveys, contests, promoEons, sweepstakes, acEviEes or events.   

Informa(on you provide through our support channels: The Services also include our customer support, where you 
may choose to submit informaEon regarding a problem you are experiencing with a Service.  Whether you designate 
yourself as a technical contact, open a support Ecket, speak to one of our representaEves directly or otherwise 
engage with our support team, you will be asked to provide contact informaEon, a summary of the problem you are 
experiencing, and any other documentaEon, screenshots or informaEon that would be helpful in resolving the issue. 

Payment Informa(on:  We collect payment and billing informaEon when you register for certain paid Services.  For 
example, we ask you to designate a billing representaEve, including name and contact informaEon, upon registraEon.  
You might also provide payment informaEon, such as payment card details, which we collect via secure payment 
processing services (Stripe). 

 



 

 

Informa(on we collect automa(cally when you use the Services: We collect informaEon about you when you use 
our Services, including browsing our websites and taking certain acEons within the Services, such as   

Your use of the Services: We keep track of certain informaEon about you when you visit and interact with any of our 
Services. This informaEon includes the features you use; the links you click on; the type, size and filenames of 
aRachments you upload to the Services; frequently used search terms; how you interact with others on the Services.  
We also collect informaEon about the teams and people you work with and how you work with them, like who you 
collaborate with and communicate with most frequently.  If you use a server or data center version of the Services, 
the informaEon we collect about your use of the Services is limited to clickstream data about how you interact with 
and use features in the Services, in addiEon to content-related informaEon described in "Content you provide 
through our products," above.  Server and data center administrators can disable our collecEon of this informaEon 
from the Services via the administrator se`ngs or prevent this informaEon from being shared with us by blocking 
transmission at the local network level.  

Device and Connec(on Informa(on: We collect informaEon about your computer, phone, tablet, or other devices 
you use to access the Services. This device informaEon includes your connecEon type and se`ngs when you install, 
access, update, or use our Services. We also collect informaEon through your device about your operaEng system, 
browser type, IP address, URLs of referring/exit pages, device idenEfiers, and crash data. We use your IP address 
and/or country preference in order to approximate your locaEon to provide you with a beRer Service experience.  
How much of this informaEon we collect depends on the type and se`ngs of the device you use to access the 
Services.  Server and data center Service administrators can disable collecEon of this informaEon via the 
administrator se`ngs or prevent this informaEon from being shared with us by blocking transmission at the local 
network level.    

Cookies and Other Tracking Technologies: Aproove and our third-party partners, such as our adverEsing and 
analyEcs partners, use cookies and other tracking technologies (e.g., web beacons, device idenEfiers and pixels) to 
provide funcEonality and to recognize you across different Services and devices.  

Informa(on we receive from other sources: We receive informaEon about you from other Service users, from third-
party services, from our related companies, social media plaforms, public databases, and from our business and 
channel partners. We may combine this informaEon with informaEon we collect through other means described 
above. This helps us to update and improve our records, idenEfy new customers, create more personalized 
adverEsing and suggest services that may be of interest to you.  

Other users of the Services: Other users of our Services may provide informaEon about you when they submit 
content through the Services.  We also receive your email address from other Service users when they provide it in 
order to invite you to the Services.  Similarly, an administrator may provide your contact informaEon when they 
designate you as the billing or technical contact on your company's account or when they designate you as an 
administrator.  

Other services you link to your account: We receive informaEon about you when you or your administrator integrate 
third-party apps or link a third-party service with our Services. For example, if you create an account or log into the 
Services using your Google credenEals, we receive your name and email address as permiRed by your Google profile 
se`ngs in order to authenEcate you. You or your administrator may also integrate our Services with other services 
you use, such as to allow you to access, store, share and edit certain content from a third-party through our Services.  
For example, you may authorize our Services to access, display and store files from a third-party document-sharing 
service within the Services interface. Or you may authorize our Services to connect with a third-party calendaring 
service or to sync a contact list or address book so that your meeEngs and connecEons are available to you through 



 

 

the Services, so you can invite others to collaborate with you on our Services or so your organizaEon can limit access 
to certain users. Your administrator may also authorize our Services to connect with a third party reporEng service 
so your organizaEon can review how the Services are being used. The informaEon we receive when you link or 
integrate our Services with a third-party service depends on the se`ngs, permissions and privacy policy controlled 
by that third-party service. You should always check the privacy se`ngs and noEces in these third-party services to 
understand what data may be disclosed to us or shared with our Services. 

Aproove companies:  We receive informaEon about you from Approve affiliated companies. 

Aproove Partners:  We work with a global network of partners who provide consulEng, implementaEon, training and 
other services around our products.  Some of these partners also help us to market and promote our Services, 
generate leads for us, and resell our Services.  We receive informaEon from these partners, such as billing 
informaEon, billing and technical contact informaEon, company name, what Services you have purchased or may be 
interested in, evaluaEon informaEon you have provided, what events you have aRended, and what country you are 
in.  

Other Partners: We receive informaEon about you and your acEviEes on and off the Services from third-party 
partners, such as adverEsing and market research partners who provide us with informaEon about your interest in 
and engagement with, our Services and online adverEsements.    

Third Party Providers: We may receive informaEon about you from third party providers of business informaEon and 
publicly available sources (like social media plaforms), including physical mail addresses, job Etles, email addresses, 
phone numbers, intent data (or user behavior data), IP addresses and social media profiles, for the purposes of 
targeted adverEsing of products that may interest you, delivering personalized communicaEons, event promoEon, 
and profiling. 

2. HOW WE USE INFORMATION WE COLLECT 

How we use the informaEon we collect depends in part on which Services you use, how you use them, and any 
preferences you have communicated to us.  Below are the specific purposes for which we use the informaEon we 
collect about you. 

1) To provide the Services and personalize your experience: We use informaEon about you to provide the 
Services to you, including to process transacEons with you, authenEcate you when you log in, provide 
customer support, and operate, maintain, and improve the Services.  Our Services also include tailored 
features that personalize your experience, enhance your producEvity, and improve your ability to 
collaborate effecEvely with others by automaEcally analyzing the acEviEes of your team to provide search 
results, acEvity feeds, noEficaEons, connecEons and recommendaEons that are most relevant for you and 
your team. To opt out of this personalizaEon, please contact privacy@aproove.com.   
 

2) Customer support: We use your informaEon to resolve technical issues you encounter, to respond to your 
requests for assistance, to analyze crash informaEon, and to repair and improve the Services. Where you 
give us express permission to do so, we share informaEon with a third party expert for the purpose of 
responding to support-related requests. 
 

3) Account & billing: creaEng and upholding your personal account for example to facilitate your address book 
and to enable you to access your Content across different devices, facilitaEng payment of your subscripEon 
fee and perform accounEng, audiEng & billing acEviEes. 
 



 

 

4) For safety and security: We use informaEon about you and your Service use to verify accounts and acEvity, 
to detect, prevent, and respond to potenEal or actual security incidents and to monitor and protect against 
other malicious, decepEve, fraudulent or illegal acEvity, including violaEons of Terms of Service.  

 

5) For research and development:  We are always looking for ways to make our Services smarter, faster, secure, 
integrated, and useful.  We use informaEon and collecEve learnings (including feedback) about how people 
use our Services to troubleshoot, to idenEfy trends, usage, acEvity paRerns, and areas for integraEon and 
to improve our Services and to develop new products, features and technologies that benefit our users and 
the public.  

 

6) To market, promote and drive engagement with the Services: We use your contact informaEon and 
informaEon about how you use the Services to send promoEonal communicaEons that may be of specific 
interest to you, including by email and by displaying Aproove ads on other companies' websites and 
applicaEons.  These communicaEons may be informed by audits of interacEons (like counEng ad 
impressions), and are aimed at driving engagement and maximizing what you get out of the Services, 
including informaEon about new features, survey requests, newsleRers, and events we think may be of 
interest to you.  We also communicate with you about new Services, product offers, promoEons, and 
contests.  You can control whether you receive these communicaEons as described below under "Opt-out 
of communicaEons." 
 

7) To protect our legi(mate business interests and legal rights: Where required by law or where we believe 
it is necessary to protect our legal rights, interests and the interests of others, we use informaEon about 
you in connecEon with legal claims, compliance, regulatory, and audit funcEons, and disclosures in 
connecEon with the acquisiEon, merger or sale of a business.   
 

8) To communicate with you about the Services: We use your contact informaEon to send transacEonal 
communicaEons via email and within the Services, including confirming your purchases, reminding you of 
subscripEon expiraEons, responding to your comments, quesEons and requests, providing customer 
support, and sending you technical noEces, updates, security alerts, and administraEve messages.  We send 
you email noEficaEons when you or others interact with you on the Services. We also provide tailored 
communicaEons based on your acEvity and interacEons with us.  We also send you communicaEons as you 
onboard to a parEcular Service to help you become more proficient in using that Service. These 
communicaEons are part of the Services and in most cases you cannot opt out of them.  If an opt out is 
available, you will find that opEon within the communicaEon itself or in your account se`ngs.    

 

9) With your consent: We use informaEon about you where you have given us consent to do so for a specific 
purpose not listed above.  For example, we may publish tesEmonials or featured customer stories to 
promote the Services, with your permission.     

 

Legal bases for processing (for EEA users):  

If you are an individual in the European Economic Area (EEA), we collect and process informaEon about you only 
where we have legal ground for doing so under applicable EU laws.  Each processing acEvity has a valid legal ground, 
which is described below. 

§ Contractual obliga(ons with you: regarding the acEviEes and purposes menEoned under 1, 2, 3, 8 and 9. 
We need to process personal informaEon to offer our Services through our websites and mobile apps, to 
provide (technical) support and to bill your subscripEon fee. 



 

 

§ Legal obliga(ons: regarding the acEviEes and purposes under 3, 4 and 7. We are legally obliged to process 
your personal informaEon for accounEng purposes, to respond to legal requests and NTD or DMCA requests. 

§ Consent: (parEally) regarding acEviEes and purposes menEoned under 2 (e.g. accessing your Content for 
support),  6 (except when we communicate direct markeEng in relaEon to our own and similar Services to 
you as a paid user) and 8. 

§ Legi(mate interests: (parEally) regarding acEviEes and purposes under 1, 3 and 7 (e.g. to provide cross 
device access). For the purposes menEoned under 4 in order to provide safe Services, to prevent fraud and 
react against illegal use of our Services. For our innovaEve interests as menEoned under 5. And finally for 
our (direct) markeEng, brand interests under 6 and legal & compliance interests as stated under 7. When 
we use your personal informaEon based on our or a third party’s legiEmate interest, we will make sure to 
balance your rights and freedoms against said legiEmate interest. If, to the extent applicable, you wish to 
object to the acEviEes based on our legiEmate interest and there’s no opt-out available in your account 
se`ngs or received communicaEon, please contact privacy@aproove.com. 

 

If you have consented to our use of informaEon about you for a specific purpose, you have the right to change your 
mind at any Eme, but this will not affect any processing that has already taken place.  Where we are using your 
informaEon because we or a third party (e.g. your employer) have a legiEmate interest to do so, you have the right 
to object to that use though, in some cases, this may mean no longer using the Services.  

  

3. HOW WE SHARE INFORMATION WE COLLECT 

We make collaboraEon tools, and we want them to work well for you.  This means sharing informaEon through the 
Services and with certain third parEes.  We share informaEon we collect about you in the ways discussed below, 
including in connecEon with possible business transfers. We are not in the business of selling informaEon about you 
to adverEsers or other third parEes. 

1) Service Providers: We work with third-party service providers to provide website and applicaEon 
development, hosEng, maintenance, backup, storage, virtual infrastructure, payment processing, analysis 
and other services for us, which may require them to access or use informaEon about you.  If a service 
provider needs to access informaEon about you to perform services on our behalf, they do so under close 
instrucEon from us, including appropriate security and confidenEality procedures designed to protect your 
informaEon. 
 

2) Sharing with third par(es: We share informaEon with third parEes that help us operate, provide, improve, 
integrate, customize, support and market our Services. 
 

3) Sharing with other Service users: When you use the Services, we share certain informaEon about you with 
other Service users. 

 

4) For collabora(on: You can create content, which may contain informaEon about you, and grant permission 
to others to see, share, edit, copy and download that content based on se`ngs you or your administrator 
(if applicable) select.  Some of the collaboraEon features of the Services display some or all of your profile 
informaEon to other Service users when you share or interact with specific content.    

 

5) Managed accounts and administrators: If you register or access the Services using an email address with a 
domain that is owned by your employer or organizaEon or associate that email address with your exisEng 
account, and such organizaEon wishes to establish an account or site, certain informaEon about you 
including your name, profile picture, contact info, content and past use of your account may become 



 

 

accessible to that organizaEon’s administrator and other Service users sharing the same domain.  If you are 
an administrator for a parEcular site or group of users within the Services, we may share your contact 
informaEon with current or past Service users, for the purpose of facilitaEng Service-related requests.   

 

6) Aproove Partners: We work with third parEes who provide consulEng, sales, support, and technical services 
to deliver and implement customer soluEons around the Services. We may share your informaEon with 
these third parEes in connecEon with their services, such as to assist with billing and collecEons, to provide 
localized support, and to provide customizaEons.  We may also share informaEon with these third parEes 
where you have agreed to that sharing. 

 

7) Third Party Apps: You, your administrator or other Service users may choose to add new funcEonality or 
change the behavior of the Services by installing third party apps within the Services.  Doing so may give 
third-party apps access to your account and informaEon about you like your name and email address, and 
any content you choose to use in connecEon with those apps.  If you are an administrator, or a technical or 
billing contact listed on an account, we share your details with the third-party app provider upon installaEon. 
Third-party app policies and procedures are not controlled by us, and this privacy policy does not cover how 
third-party apps use your informaEon. We encourage you to review the privacy policies of third parEes 
before connecEng to or using their applicaEons or services to learn more about their privacy and 
informaEon handling pracEces. If you object to informaEon about you being shared with these third parEes, 
please uninstall the app. 

 

8) Links to Third Party Sites: The Services may include links that direct you to other websites or services whose 
privacy pracEces may differ from ours. If you submit informaEon to any of those third party sites, your 
informaEon is governed by their privacy policies, not this one. We encourage you to carefully read the 
privacy policy of any website you visit. 

 

9) Social Media Widgets: The Services may include links that direct you to other websites or services whose 
privacy pracEces may differ from ours. Your use of and any informaEon you submit to any of those third-
party sites is governed by their privacy policies, not this one.  

 

10) Third-Party Widgets: Some of our Services contain widgets and social media features. These widgets and 
features collect your IP address, which page you are visiEng on the Services, and may set a cookie to 
enable the feature to funcEon properly. Widgets and social media features are either hosted by a third 
party or hosted directly on our Services. Your interacEons with these features are governed by the privacy 
policy of the company providing it. 
 

11) With your consent: We share informaEon about you with third parEes when you give us consent to do so.  
For example, we onen display personal tesEmonials of saEsfied customers on our public websites. With 
your consent, we may post your name alongside the tesEmonial.  

 

12) Compliance with Enforcement Requests and Applicable Laws; Enforcement of Our Rights: In excepEonal 
circumstances, we may share informaEon about you with a third party if we believe that sharing is 
reasonably necessary to (a) comply with any applicable law, regulaEon, legal process or governmental 
request, including to meet naEonal security requirements, (b) enforce our agreements, policies and terms 
of service, (c) protect the security or integrity of our products and services, (d) protect Aproove, our 
customers or the public from harm or illegal acEviEes, or (e) respond to an emergency which we believe in 
good faith requires us to disclose informaEon to assist in prevenEng the death or serious bodily injury of 
any person. 



 

 

 

13) Sharing with affiliated companies: We share informaEon we collect with affiliated companies and, in some 
cases, with prospecEve affiliates.  Affiliated companies are companies owned or operated by us.  The 
protecEons of this privacy policy apply to the informaEon we share in these circumstances. 

 

14) Business Transfers: We may share or transfer informaEon we collect under this privacy policy in connecEon 
with any merger, sale of company assets, financing, or acquisiEon of all or a porEon of our business to 
another company. You will be noEfied via email and/or a prominent noEce on the Services if a transacEon 
takes place, as well as any choices you may have regarding your informaEon. 

 

4. HOW WE STORE AND SECURE INFORMATION WE COLLECT 
 

Informa(on storage and security 

We use industry standard technical and organizaEonal measures to secure the informaEon we store.  

We make sure that personal informaEon is only accessible by those who need access to do their job and that they 
are properly authorised. That means we keep logs of who has access to personal informaEon, we limit the amount 
of people that have access and we make sure that personal informaEon can only be read, copied, modified or 
removed by properly authorised staff. We monitor internal acEvity to ensure the safety and accuracy of personal 
informaEon. 

Aproove staff is required to conduct themselves in a manner consistent with the company’s guidelines regarding 
confidenEality, ethics, and appropriate usage of personal informaEon. Staff is required to sign a confidenEality 
agreement. 

During an upload, while it is stored on our servers and during a download, Content is encrypted and only sent over 
a secure connecEon (hRps). The servers we use to store your Content for you are GDPR compliant and secure. 

While we implement safeguards designed to protect your informaEon, no security system is impenetrable and due 
to the inherent nature of the Internet, we cannot guarantee that informaEon, during transmission through the 
Internet or while stored on our systems or otherwise in our care, is absolutely safe from intrusion by others. 

If you use our server or data center Services, responsibility for securing storage and access to the informaEon you 
put into the Services rests with you and not Aproove. We strongly recommend that server or data center users 
configure SSL to prevent intercepEon of informaEon transmiRed over networks and to restrict access to the 
databases and other storage points used. 

How long we keep informa(on 

How long we keep informaEon we collect about you depends on the type of informaEon, as described in further 
detail below.  Aproove retains your personal informaEon as long as its necessary to provide our Services to you (e.g. 
upholding your user account), to conduct our business acEviEes and fulfill our legiEmate interests, such as providing 
safe and secure services, to fix bugs and to reach out to you, to comply with applicable laws (e.g. retaining financial 
informaEon for 7 years for tax purposes) and legal requests and to resolve (legal) disputes. Aner such Eme, we will 
either delete or anonymize your informaEon or, if this is not possible (for example, because the informaEon has been 
stored in backup archives), then we will securely store your informaEon and isolate it from any further use unEl 
deleEon is possible.   



 

 

§ Account informa(on: We retain your account informaEon for as long as your account is acEve and a 
reasonable period thereaner in case you decide to re-acEvate the Services.  We also retain some of your 
informaEon as necessary to comply with our legal obligaEons, to resolve disputes, to enforce our 
agreements, to support business operaEons, and to conEnue to develop and improve our Services. Where 
we retain informaEon for Service improvement and development, we take steps to eliminate informaEon 
that directly idenEfies you, and we only use the informaEon to uncover collecEve insights about the use of 
our Services, not to specifically analyze personal characterisEcs about you.   

 

§ Your Content: The Content you create, use, store or share on our Services is, in principle, retained unEl you 
stop interacEng with our Service(s), when you delete your Content from the Service(s), when you delete the 
Service(s) from your device(s) or when you delete your account. Always check out the website(s) or app(s) 
of the Service(s) you use for specific informaEon. When using WeAproove your Content will be deleted 7 
days aner iniEal download, unless you have a WeAproove+ account in which case your Content is stored for 
the duraEon of your account and 30 days aner the expiraEon of the account . Aner this period, a file is 
automaEcally deleted from our servers. The personal informaEon that accompanies your Content upload is 
kept for a maximum of 12 months. Such personal informaEon is only accessible to very few people within 
Aproove, those that need it to perform their job, for example to provide you with support. When data is 
older than 12 months, we scrub it from the database, pseudonymise or anonymise it for analysis. 
Pseudonomising your personal informaEon means that we do not use your email address or IP address for 
analyEcal purposes, but create a random pseudonym for both and use that pseudonym instead. That way 
we don’t have to handle directly idenEfiable personal informaEon, which is privacy-friendly. 

 

§ Managed accounts: If the Services are made available to you through an organizaEon (e.g., your employer), 
we retain your informaEon as long as required by the administrator of your account.  For more informaEon, 
see "Managed accounts and administrators" above. 

 

§ Marke(ng informa(on: If you have elected to receive markeEng emails from us, we retain informaEon 
about your markeEng preferences for a reasonable period of Eme from the date you last expressed interest 
in our Services, such as when you last opened an email from us or ceased using your Aproove account.  We 
retain informaEon derived from cookies and other tracking technologies for a reasonable period of Eme 
from the date such informaEon was created.    

 

5. HOW TO ACCESS AND CONTROL YOUR INFORMATION 

You have certain choices available to you when it comes to your informaEon. Below is a summary of those choices, 
how to exercise them and any limitaEons. 

Your Choices:  

You have the right to request a copy of your informaEon, to object to our use of your informaEon (including for 
markeEng purposes), to request the deleEon or restricEon of your informaEon, or to request your informaEon in a 
structured, electronic format.  Below, we describe the tools and processes for making these requests.  You can 
exercise some of the choices by logging into the Services and using se`ngs available within the Services or your 
account. Where the Services are administered for you by an administrator (see "NoEce to End Users" below), you 
may need to contact your administrator to assist with your requests first.  For all other requests, you may contact us 
as provided in the Contact Us secEon below to request assistance. 

Your request and choices may be limited in certain cases: for example, if fulfilling your request would reveal 
informaEon about another person, or if you ask to delete informaEon which we or your administrator are permiRed 



 

 

by law or have compelling legiEmate interests to keep.  Where you have asked us to share data with third parEes, for 
example, by installing third-party apps, you will need to contact those third-party service providers directly to have 
your informaEon deleted or otherwise restricted.  If you have unresolved concerns, you may have the right to 
complain to a data protecEon authority in the country where you live, where you work or where you feel your rights 
were infringed. 

Access and update your informa(on: Our Services and related documentaEon give you the ability to access and 
update certain informaEon about you from within the Service. For example, you can access your profile informaEon 
from your account and search for content containing informaEon about you using key word searches in the Service.  
You can update your profile informaEon within your profile se`ngs and modify content that contains informaEon 
about you using the ediEng tools associated with that content. 

Deac(vate your account:  If you no longer wish to use our Services, you or your administrator may be able to 
deacEvate your Services account. If you can deacEvate your own account, that se`ng is available to you in your 
account se`ngs. Otherwise, please contact your administrator. If you are an administrator and are unable to 
deacEvate an account through your administrator se`ngs, please contact the appropriate support team.   

Delete your informa(on: Our Services and related documentaEon give you the ability to delete certain informaEon 
about you from within the Service. For example, you can remove content that contains informaEon about you using 
the key word search and ediEng tools associated with that content, and you can remove certain profile informaEon 
within your profile se`ngs. Please note, however, that we may need to retain certain informaEon for record keeping 
purposes, to complete transacEons or to comply with our legal obligaEons.    

Request that we stop using your informa(on:  In some cases, you may ask us to stop accessing, storing, using and 
otherwise processing your informaEon where you believe we don't have the appropriate rights to do so.  For 
example, if you believe a Services account was created for you without your permission or you are no longer an acEve 
user, you can request that we delete your account as provided in this policy.  Where you gave us consent to use your 
informaEon for a limited purpose, you can contact us to withdraw that consent, but this will not affect any processing 
that has already taken place at the Eme. You can also opt-out of our use of your informaEon for markeEng purposes 
by contacEng us, as provided below.  When you make such requests, we may need Eme to invesEgate and facilitate 
your request.  If there is delay or dispute as to whether we have the right to conEnue using your informaEon, we will 
restrict any further use of your informaEon unEl the request is honored or the dispute is resolved, provided your 
administrator does not object (where applicable).  If you object to informaEon about you being shared with a third-
party app, please disable the app or contact your administrator to do so. 

Opt out of communica(ons: You may opt out of receiving promoEonal communicaEons from us by using the 
unsubscribe link within each email, updaEng your email preferences within your Service account se`ngs menu, or 
by contacEng us as provided below to have your contact informaEon removed from our promoEonal email list or 
registraEon database.  Even aner you opt out from receiving promoEonal messages from us, you will conEnue to 
receive transacEonal messages from us regarding our Services. You can opt out of some noEficaEon messages in your 
account se`ngs. Please note, you will conEnue to receive generic ads. 

Turn off Cookie Controls: Relevant browser-based cookie controls are described in our secEon below. 

Send "Do Not Track" Signals: Some browsers have incorporated "Do Not Track" (DNT) features that can send a signal 
to the websites you visit indicaEng you do not wish to be tracked. Because there is not yet a common understanding 
of how to interpret the DNT signal, our Services do not currently respond to browser DNT signals. You can use the 
range of other tools we provide to control data collecEon and use, including the ability to opt out of receiving 
markeEng from us as described above. 



 

 

Data portability: Data portability is the ability to obtain some of your informaEon in a format you can move from 
one service provider to another (for instance, when you transfer your mobile phone number to another carrier).  
Depending on the context, this applies to some of your informaEon, but not to all of your informaEon.  Should you 
request it, we will provide you with an electronic file of your basic account informaEon and the informaEon you 
create on the spaces under your sole control.   

If you think we have infringed your privacy rights, you can lodge a complaint with the relevant supervisory authority. 
You can lodge your complaint in parEcular in the country where you live, your place of work or place where you 
believe we infringed your right(s). For EU click here (hRps://ec.europa.eu/jusEce/arEcle-29/structure/data-
protecEon-authoriEes/index_en.htm ) 

 

 

6. HOW WE TRANSFER INFORMATION WE COLLECT INTERNATIONALLY 

We are a global business, which means we might share or store personal informaEon in countries outside of the 
European Economic Area (“EEA”). Those countries have different data protecEon laws in place. However, when we 
transfer and host data globally, we will make sure that appropriate safeguards are in place in order to ensure your 
personal informaEon enjoys a similar level of protecEon as it would within the EEA. For example, we will verify that 
the receiving partner is cerEfied under EU-US Privacy Shield or we will sign EU Standard Contractual Clauses. 

 

EU-US Privacy Shield 

Our subsidiary in the United States, Aproove Inc., complies with the EU-US Privacy Shield Framework as set forth by 
the U.S. Department of Commerce regarding the use and retenEon of personal informaEon transferred from the 
European Economic Area and the United Kingdom to the United States. 

Aproove Inc. adheres to the EU-US Privacy Shield principles and is subject to oversight by the U.S. Federal Trade 
Commission. If you have any complaints regarding the transfer of your personal informaEon to the US, please first 
file them directly at us via privacy@Aproove.com. The panel of EU Data ProtecEon AuthoriEes (DPA Panel) acts as 
the independent recourse mechanism for complaints regarding EU-US Privacy Shield complaints. The examinaEon of 
such complaints is free of charge to you. You can find the contact informaEon of your local DPA here. In case your 
concern sEll isn’t addressed by the DPA Panel, you may be enEtled to invoke binding arbitraEon under the EU-US 
Privacy Shield Principles. 

As explained under secEon ‘What parEes do we share personal informaEon with’, we someEmes provide personal 
informaEon with third parEes to perform services on our behalf. If we transfer personal informaEon received under 
the Privacy Shield to a third party, the third party’s use of the personal data must also comply with our Privacy Shield 
obligaEons. In such a case we will remain liable under Privacy Shield for any failure to comply by the third party, 
unless we prove we’re not responsible for the event giving rise to the damage. 

You can find our cerEficaEon h ere. To learn more about EU-US Privacy Shield visit: hRps://www.privacyshield.gov . 



 

 

 

 

7. WHY AND HOW ARE COOKIES USED? 

We place cookies with the intenEon of making Aproove even beRer. Feel free to block cookies, but this may affect 
how well our Services work. 

We place several cookies (or similar technologies, like pixels or web beacons) on your device for the purpose of 
facilitaEng your use of the Service, controlling your use of the Seervices and to find out how the Service may be 
improved. We or our adverEsing partners also place cookies on our website(s). Being a global service, these partners 
can vary per country. When our adverEsing partners place cookies, these cookies can process personal informaEon 
to measure the effecEveness of the campaign. 

Cookies are small text files that are stored on your computer by your browser when you visit a website. Examples 
of cookie purposes are: your language preferences, logging into an account, remembering login details, controlling 
when you last accessed our Services and acceptance of the Terms of Service and Privacy Policy. Our website can 
place these cookies for the following purposes: 
 
1. FuncEonal cookies are used to provide funcEonaliEes when using our Service, such as the possibility to set 
preferences or to remember your previous se`ngs. 
 
2. AnalyEcal cookies are used to opEmise our Service. We also use analyEcal cookies to stop bots and 
malicious behaviour like spam. When we use analyEcal cookies, this could include third party cookies, as found in 
the cookie list. These third party analyEcal cookies process personal informaEon, which is detailed in the cookie list 
too. 
 
3. AdverEsement cookies are used for commercial, editorial and promoEonal purposes. With these cookies 
your internet- and surf behaviour can be followed over various domains and websites. Aproove only checks the 
(one) website you visited prior to your visit to one of our websites. We do not track the website you visit aner you 
leave our website. AdverEsement cookies are onen also placed by third parEes to measure the effecEveness of 
their adverEsing campaigns and to follow your internet- and surf behaviour over other domains and websites 
where they have placed a cookie. Aproove does not have access to or control over personal informaEon collected 
via these cookies or other features that adverEsers and third parEes may use. Our Privacy Policy is therefore not 
applicable to these third party cookies and we refer you to third parEes’ Privacy Statements to read how they 
handle personal informaEon. 
 
4. Pixel tags or web beacons are a piece of code embedded on the website that collects personal informaEon 
about users' engagement on that web page. The use of a pixel allows us to record, for example, that a user has 
visited a parEcular web page or clicked on a parEcular adverEsement. The pixel also allows us to see from which 
previous website or channel a user arrived at our website. 
 
We have an extensive cookie list available hRps://www.aproove.com/legals. Due to the changing nature of our 
Service, this may result in the cookie list not being fully up to date at Emes. If you would want to remove certain 
cookies, or block them from being stored in your browser, it is possible to arrange this through your browser 
se`ngs for cookies. You can find these se`ngs under the Privacy tab in the Preferences secEon of most browsers. 



 

 

Here you can specify your cookie preferences or remove cookies. Please note that if you remove or refuse Aproove 
cookies, the Service might not funcEon in opEmal form. 

 

8. OTHER IMPORTANT PRIVACY INFORMATION 

No(ce to End Users 

Many of our Services are intended for use by organizaEons. Where the Services are made available to you through 
an organizaEon (e.g. your employer), that organizaEon is the administrator of the Services and is responsible for the 
accounts and/or Service sites over which it has control. If this is the case, please direct your data privacy quesEons 
to your administrator, as your use of the Services is subject to that organizaEon's policies. We are not responsible for 
the privacy or security pracEces of an administrator's organizaEon, which may be different than this policy.  

Administrators are able to: 

§ require you to reset your account password; 
§ restrict, suspend or terminate your access to the Services; 
§ access informaEon in and about your account; 
§ access or retain informaEon stored as part of your account; 
§ install or uninstall third-party apps or other integraEons  

 

In some cases, administrators can also: 

§ restrict, suspend or terminate your account access; 
§ change the email address associated with your account; 
§ change your informaEon, including profile informaEon; 
§ restrict your ability to edit, restrict, modify or delete informaEon 

  

California Requirements 

Exercising your rights: If you are a California resident, there are some addiEonal rights that may be available to you 
under the California Consumer ProtecEon Act (“CCPA”). This policy explains the tools that we have made available to 
you to exercise your data rights under the CCPA, such as the right to deleEon and the right to request access to the 
categories of informaEon we have collected about you. For more informaEon on how to exercise your rights please 
visit the “How to access and control your informaEon” secEon of this policy. We encourage you to manage your 
informaEon, and to make use of the privacy controls we have included in our Services. You will not be discriminated 
against for exercising any of your privacy rights under the CCPA. In order to protect your informaEon from 
unauthorized access or deleEon, we may require you to provide addiEonal informaEon for verificaEon. If we cannot 
verify your idenEty, we will not provide or delete your informaEon. 

Sharing your personal informa7on: We do not sell your personal informaEon. We do share your informaEon with 
others as described in the “How we share informaEon we collect” secEon of this policy. We also show ads that we 
think are relevant. We've provided more informaEon about how you can manage your adverEsing, and do-not-track 
preferences, within this policy. 

Processing your informa7on: This policy describes the categories of personal informaEon we may collect, the sources 
of that informaEon, and our deleEon and retenEon policies. We’ve also included informaEon about how we may 
process your informaEon, which includes for "business purposes" under the CCPA  - such as to protect against illegal 



 

 

acEviEes, and for the development of new products, features, and technologies.  If you have quesEons about the 
categories of informaEon we may collect about you, please be sure to visit the secEon of this policy called, “What 
informaEon we collect about you.” For more details about our processing acEviEes, please be sure to visit the secEon 
called, “How we use informaEon we collect.” 

If you have any quesEons or would like to exercise your rights under the CCPA, you can reach out to us at 
privacy@aproove.com.  

 

Our policy towards children 

The Services are not directed to individuals under 16. We do not knowingly collect personal informaEon from children 
under 16. If we become aware that a child under 16 has provided us with personal informaEon, we will take steps to 
delete such informaEon. If you become aware that a child has provided us with personal informaEon, please contact 
the appropriate support team.  

Changes to our Privacy Policy 

We may change this privacy policy from Eme to Eme. We will post any privacy policy changes on this page and, if the 
changes are significant, we will provide a more prominent noEce by adding a noEce on the Services homepages, 
login screens, or by sending you an email noEficaEon. We will also keep prior versions of this Privacy Policy in an 
archive for your review.  We encourage you to review our privacy policy whenever you use the Services to stay 
informed about our informaEon pracEces and the ways you can help protect your privacy. 

If you disagree with any changes to this privacy policy, you will need to stop using the Services and deacEvate your 
account(s), as outlined above. 
 

CONTACT US 

Your informaEon is controlled by Aproove SA, a company incorporated under the laws of Belgium with registered 
office at 1, Boulevard Initalis, 7000 Mons, Belgium and registered with Crossroads bank for Enterprise under number 
0867.065.974.  

If you have quesEons or concerns about how your informaEon is handled, please direct your inquiry to Aproove SA. 

 

Gary Fisher – Privacy Officer 

E-Mail: privacy@aproove.com 
 
Sylvain Doré – Security Officer 

E-Mail: security@aproove.com 

 


